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HUONG DAN KIEM TRA CHU KY SO TREN PDF

I. Hiéu chir ky sb trén PDF la gi?

e Chit ky s6 trén PDF thudng thé hién bang ddu “Signature” hoic ky hiéu “chir ky dién
ta”.

e Chir ky s6 hop 18 s& chimg minh:

o Tai liéu chwa bj sira d6i sau khi ky.

o Ngudi ky ding 1a chii s¢ hitu chirng thw sb.
e PDF sau khi ky thuong c6 trang thai:

o Chir ky hop 1& (Valid)

o /\ Chir ky khong hop 1¢ (Invalid) — tai liéu da bi sira doi hodc chit ky s6 khong tin
cdy

o 2 Unknown / Chwa xic minh — phan mém chua tin ciy nha cung cip ching thu s6

II. Kiém tra chir ky s6 trén Foxit Reader (hoiic Foxit PDF Editor)

@ Budéc 1 - Mé file PDF
« Mo phan mém Foxit PDF Reader hoic Foxit PDF Editor.
« Chon File — Open — chon file PDF ky s.

@ Budéc 2 — Mé phin Signatures
e Vao tab Protect — click Validate All Signatures.
Hoac:

« Bam biéu tuong Signatures Panel (hinh ciy but, goc trai man hinh) — s& mo ra bang chit
ky bén trai.

@ Budc 3 — Xem théng tin chir ky
« Trong bang Signatures, click dup vao chit ky — hién cira so chi tiét:
o Signer: Tén nguoi ky
o Validity Summary:
= “Signature is VALID” — chir ky hop 1¢

Tru s& chinh: 49 Pasteur, phuong Sai Gon, thanh phé Ho Chi Minh, Viét Nam
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= “Signature has problems” — chir ky khong hop 1€
o Signing Time: Thoi gian ky

o Certificate info — thong tin chimg thu sd

@ Buéc 4 — Xac minh chi tiét
e Click Signature Properties — xem:
o Document has not been modified since this signature was applied.

o Certificate Path — kiém tra nha cung cdp chtng thu s6 (CA)

@ Bude 5 - Két luin

Hop 1€: Hi¢n xanh 14 “Signature is VALID”.
/\ Khéng hgp 18: Hién d6 “Signature has problems”.

% Unknown: Hién ddu chdm than, can import chimg thu s6 CA vao Foxit.

III. Kiém tra chir ky s trén Adobe Acrobat Reader DC

@ Budéc 1 — Mé file PDF
e Mo& Adobe Acrobat Reader DC.
« Chon File — Open — chon file PDF ky s.

@ Buéc 2 — Tim diu chir ky
« Nhin phia trén dau file PDF, s& c6 thanh thong béo:
o “Signed and all signatures are valid”

o Hodc “At least one signature has problems”

@ Buéc 3 — Mé Panel Signatures

e Vao tab Signatures bén trai (hodc View — Show/Hide — Navigation Panes — Signatures).

« Hoic bam tryc tiép vao thanh thong béo.

@ Budc 4 — Xem chi tiét chir ky
e Click dup vao tén ngudi ky — hién cira so:
o Signature is VALID

o Document has not been modified since this signature was applied



o Signer info — thong tin chimg thu sb
« Chon Signature Properties dé kiém tra thém:

o Tén nguoi ky

o Serial number cta ching thu sd

o Certificate Path

@ Budc 5 — Xem chirng thw s6 (CA)
e Click Show Signer’s Certificate — xem thong tin:
o Issuer: tén CA (VNPT-CA, FPT-CA...)
o Valid from — to: Thoi han hiu luc

o Subject info: Tén to chire/ngudi ky

@ Budc 6 — Két luin

Hop 1¢: Thanh thong bdo xanh 14, chir “Signature is VALID”
/\ Khong hop 1&: Thanh d9, chit “Signature has problems”

% Unknown: Phai Import Root CA cta nha cung cip chit ky sé vao Trusted Certificates cia
Acrobat.

IV. Kiém tra chir ky s6 trén Web Browser (Chrome, Edge, Firefox)
A Luu y quan trong

« Chrome, Edge, Firefox chi hién thi ndi dung PDF, KHONG kiém tra day du tinh hop 1¢ chir
ky s6 nhu Foxit hay Acrobat.

« Ban sé thay chir ky hién trén trang PDF nhung khong chic no hop 18.

« Khong c6 thong bao xanh d6 nhur phan mém chuyén dung.

@ Budc 1 — M file PDF trén trinh duyét

e Click phai — Open with — Chrome/Edge/Firefox.

@ Buéc 2 — Tim chir ky
« Kéo xudng trang PDF:
o Thay chir ky sb hién thi (hinh chit k¥ hodc block chit “Digitally signed by...”).



@ Budéc 3 — Han ché
e Trinh duyét KHONG c6 chitc ning xac minh ching thw sé.
« Khéng biét dugc:
o Chir ky c6 hop 1¢ khong?
o File co bi stra khong?

— Phai tai file PDF vé — mé bing Foxit hoic Adobe dé kiém tra chinh xac.

V. Két luéin — Cach kiém tra chinh xac nhat

Coéng cu C6 kiém tinh hgp 1 khong? Pp chinh xic kiém tra
Adobe Acrobat DC [ Co6 ¥ 9% ¥ ¥ 3¢ Rat cao
Foxit Reader Co 9 9 ¢ o Tot

Web Browser & Khong Y% Hién thi thoi

— Luén tai file vé kiém tra biang phan mém Foxit hoiic Acrobat Reader dé chic chin chir ky
s0 hop 16.

Vi du két qua hgp 1§ (Adobe hoic Foxit):

pgsql

Sao chépChinh stra

Signature is VALID

Document has not been modified since this signature was applied.
Signed by: Nguyén Vin A

Certificate issued by: VNPT-CA

Valid from: 01/01/2024 to 31/12/2025

(® Khi nao chir ky s6 KHONG hop 1§?
e Tai li€u bi chinh stra sau khi ky
e Chit ky da hét han
e Chir ky bi thu hoi (revoked)
« Chung thu sb khong tin cdy (trinh duyét hodc phan mém chua c6 Root CA).





